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3.1 NFCMifareOpen

NFC Open NFC

[C++]
int NFCMifareOpen(
HWND  /And

)

[Visual Basic]

Public Shared Function NFCMifareOpen(
Byval Aind As IntPtr _

) As Int32

[C#]
public static Int32 NFCMifareOpen(
IntPtr And

)

NFC Open NFC
NFCMifareClose
Open NFCMifarePolling

hWnd

NULL BROADCAST

NFC_OK
NFC_PON :
NFC_NOT_DEVICE : NFC
DeviceEmulator
NFC_ERROR_MODULE
DeviceEmulator
2



3.2 NFCMifareClose

NFC Close NFC OFF

[C++]
int NFCMifareClose()

[Visual Basic]
Public Shared Function NFCMifareClose() As Int32

[C#]
public static Int32 NFCMifareClose()

NFC Close NFC OFF
NFC_OK :
NFC_NOT_DEVICE : NFC

DeviceEmulator



3.3 NFCMifarePolling

Mifare

[C++]

int NFCMifarePolling(
DWORD awTimeout,
BOOL  (*fpCallBack)(void),
DWORD dwReserved

[Visual Basic]

Public Shared Function NFCMifarePolling( _
Byval awTimeout As Int32, _
Byval fpCallBack  As IntPtr, _
ByVal dwReserved  As Int32 _

) As Int32
[C#]
public static Int32 NFCMifarePolling(
Int32 awTimeout,
IntPtr foCallBack,
Int32 awReserved
)
Mifare
Mifare Mifare
Mifare
FALSE IC
DeviceEmulator
awTimeout
Mifare 100 60,000 msec
0 Mifare
foCallBack
Mifare
TRUE FALSE
NULL
awReserved



NFC_OK
NFC_NOT_DEVICE

NFC_POF
NFC_PRM
NFC_ERROR_TIMEOUT
NFC_ERROR_CALLBACK
NFC_ERROR_MODULE

NFC_ERROR_STOP

: NFC

DeviceEmulator

DeviceEmulator

DeviceEmulator

DeviceEmulator

DeviceEmulator
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3.4

NFCMifareStopPolling

Mifare

[C++]
int NFCMifareStopPolling()

[Visual Basic]
Public Shared Function NFCMifareStopPolling() As Int32

[C#]
public static Int32 NFCMifareStopPolling()

IC
NFCMifarePolling

NFC_OK :
NFC_NOT_DEVICE : NFC

DeviceEmulator
NFC_POF

11




3.5 NFCMifareGetCardResponse

Mifare

[C++]
int NFCMifareGetCardResponse(
BYTE *pAT0,
BYTE *pSAK,
BYTE *plUid,
BYTE *pUidLen,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifareGetCardResponse( _

Byval pATQ As Byte(), _
ByvVal pSAK As Byte(), _
Byval puid As Byte(), _

ByVal pUidlLen As Byte(), _
ByVal dwReserved As Int32 _

) As Int32

[C#]

public static Int32 NFCMifareGetCardResponse(
Byte[l PATO,

Byte[] PSAK,
Byte[] puid,
Byte[] puidlen,
Int32 dwReserved

NFCMifarePolling Mifare
Mifare

DeviceEmulator

PATQ
Mifare ATQ
2
PSAK
Mifare SAK
1
pUid
Mifare Uid

12



pUidLen
Mifare
Mifare Standard
1

awReserved

NFC_OK
NFC_NOT_DEVICE

NFC_POF
NFC_PRM

vid
Mifare Ultralight

: NFC
DeviceEmulator

13



3.6 NFCMifareRadioOff

NFC

[C++]
int NFCMifareRadioOff()

[Visual Basic]
Public Shared Function NFCMifareRadioOff() As Int32

[C#]
public static Int32 NFCMifareRadioOff()

NFC
NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator
NFC_POF

NFC_ERROR_MODULE
DeviceEmulator

14



3.7 NFCMifareAuthentication

[C++]

int NFCMifareAuthentication(
DWORD dwiode,
BYTE *pKey,
DWORD dwBlockNumber,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifareAuthentication( _
Byval duiode As Int32, _
Byval pkey As Byte(), _
Byval awBlockNumber As Int32, _
Byval dwReserved As Int32 _

) As Int32
[C#]
public static Int32 NFCMifareAuthentication(
Int32 dwiode,
Byte[] PKey,
Int32 awBlockNumber,
Int32 adwReserved
)
Mifare Standard Sector
Trailer
DeviceEmulator
awMode
NFC_MIFARE_KEYA : A
NFC_MIFARE_KEYB : B
pKey
6
awBlockNumber
Standardi1k :0 63
Standard4k : 0 255

15



awReserved
0
NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator
NFC_POF
NFC_PRM

NFC_ERROR_TIMEOUT

DeviceEmulator
NFC_NOT_ACTIVATION

DeviceEmulator
NFC_ERROR_MODULE

DeviceEmulator
NFC_ERROR_SUSPEND : OFF

DeviceEmulator
NFC_ERROR_AUTOOFF

DeviceEmulator

m Mifare Standard
Standard1k 64 1 4 1 16
4 1 Sector Trailer

3 Data Block

16



NFCMifareRead

Mifare Standard Ultralight

[C++]

int NFCMifareRead(
DWORD dawBlockNumber,
BYTE *pData,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifareRead( _
ByVal dwBlockNumber As Int32, _

Byval plata As Byte(), _
ByvVal dwReserved As Int32 _
) As Int32
[C#]
public static Int32 NFCMifareRead(
Int32 awBlockNumber,
Byte[] phata,
Int32 awReserved
)
Mifare Standard Ultralight

DeviceEmulator

awBlockNumber
Standardi1k :0 63

Standard4k : 0 255
Ultralight :0 15

pData
16

awReserved

NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator

17



NFC_POF
NFC_PRM
NFC_ERROR_TIMEOUT

DeviceEmulator
NFC_NOT_ACTIVATION

DeviceEmulator
NFC_ERROR_MODULE

DeviceEmulator
NFC_ERROR_SUSPEND : OFF

DeviceEmulator
NFC_ERROR_AUTOOFF

DeviceEmulator

18



3.9

NFCMifareWrite

Mifare Standard

[C++]

int NFCMifareWrite(
DWORD dawBlockNumber,
BYTE *pData,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifareWrite( _
ByVal dwBlockNumber As Int32, _

Byval plata As Byte(), _
ByvVal dwReserved As Int32 _
) As Int32
[C#]
public static Int32 NFCMifareWrite(
Int32 awBlockNumber,
Byte[] phata,
Int32 awReserved
)
Mifare Standard

DeviceEmulator

awBlockNumber

Standardilk :0 63
Standard4k : 0 255

pData
16

awReserved

NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

19




NFC_PRM
NFC_ERROR_TIMEOUT

DeviceEmulator
NFC_NOT_ACTIVATION

DeviceEmulator
NFC_ERROR_MODULE

DeviceEmulator
NFC_ERROR_SUSPEND : OFF

DeviceEmulator
NFC_ERROR_AUTOOFF

DeviceEmulator

20



3.10 NFCMifareWrite4

Mifare Ultralight

[C++]

int NFCMifareWrite4(
DWORD dawBlockNumber,
BYTE *pData,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifareWrite4( _
ByVal dwBlockNumber As Int32, _

Byval plata As Byte(), _
ByvVal dwReserved As Int32 _
) As Int32
[C#]
public static Int32 NFCMifareWrite4(
Int32 awBlockNumber,
Byte[] phata,
Int32 awReserved
)
Mifare Ultralight

DeviceEmulator

awBlockNumber
Ultralight :0 15
pData
16

awReserved

NFC_OK :

NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

NFC_PRM

21



NFC_ERROR_TIMEOUT

DeviceEmulator
NFC_NOT_ACTIVATION

DeviceEmulator
NFC_ERROR_MODULE

DeviceEmulator
NFC_ERROR_SUSPEND : OFF

DeviceEmulator
NFC_ERROR_AUTOOFF

DeviceEmulator
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3.11 NFCMifareValue

Mifare Standard

[C++]

int NFCMifareValue(
DWORD dwiode,
DWORD dawBlockNumber,
BYTE *plaluve,
DWORD dwTransBlock,
DWORD dwReserved

[Visual Basic]
Public Shared Function NFCMifarevalue( _

Byval dwiode As Int32, _
Byval awBlockNumber As Int32, _
Byval plalue As Byte(), _

Byval dwiransBlock  As Int32 _
ByvVal dwReserved As Int32 _

) As Int32

[C#]

public static Int32 NFCMifareValue(
Int32 awhoade,
Int32 awBlockNumber,
Byte[] pData,
Int32 awTransBlock
Int32 awReserved

)

Mifare Standard

Value Block
DeviceEmulator

dwMode

NFC_MIFARE_INCREMENT
NFC_MIFARE_DECREMENT
NFC_MIFARE_RESTORE

awBlockNumber
Standardilk :0 63
Standard4k : 0 255

23



plalue

awTransBlock

Standardi1k : 0 63
Standard4k : 0 255

awReserved

NFC_OK :
NFC_NOT_DEVICE : NFC

DeviceEmulator
NFC_POF
NFC_PRM
NFC_ERROR_TIMEOUT

DeviceEmulator
NFC_NOT_ACTIVATION

DeviceEmulator
NFC_ERROR_MODULE

DeviceEmulator
NFC_ERROR_SUSPEND : OFF

DeviceEmulator
NFC_ERROR_AUTOOFF

DeviceEmulator
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3.12 NFCMifareSetEventNotification

[C++]
int NFCMifareSetEventNotification(
DWORD dwMode

)

[Visual Basic]

Public Shared Function NFCMifareSetEventNotification(
Byval dwiode As Int32 _

) As Int32

[C#]
public static Int32 NFCMifareSetEventNotification(
Int32 dwiode

)

|
WM_NFC_AUTORADIOOFF( WM_USER + 0x580 )

“NFCEventAutoRadioOff” WindowsCE
Unicode TEXT(“NFCEventAutoRadioOff”)

dwMode

NFC_DISABLE
NFC_MESSAGE
NFC_EVENT

NFC_OK :

NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

NFC_PRM
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3.13 NFCMifareGetEventNotification

[C++]
int NFCMifareGetEventNotification(
DWORD *pMode

)

[Visual Basic]

Public Shared Function NFCMifareGetEventNotification(
ByRef pMode As Int32 _

) As Int32

[C#]
public static Int32 NFCMifareGetEventNotification(
ref Int32 pMode

)

pMode

NFCMifareSetEventNotification

NFC_OK :

NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

NFC_PRM

26



3.14 NFCMifareSetAutoRadioOff

[C++]
int NFCMifareSetAutoRadioOff(
DWORD dwTimeout

)

[Visual Basic]

Public Shared Function NFCMifareSetAutoRadioOff(
ByvVal dwTimeout As Int32 _

) As Int32

[C#]
public static Int32 NFCMifareSetAutoRadioOff(
Int32 awTimeout

)
Timeout
100 60,000 msec 1,000
0
NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator
NFC_POF
NFC_PRM

27



3.15 NFCMifareGetAutoRadioOff

[C++]
int NFCMifareGetAutoRadioOff(
DWORD *pTimeout

)

[Visual Basic]

Public Shared Function NFCMifareGetAutoRadioOff(
ByRef pTimeout As Int32 _

) As Int32

[C#]
public static Int32 NFCMifareGetAutoRadioOFf(
ref Int32 pTimeout

)

Timeout
NFCMifareSetAutoRadioOff

NFC_OK :

NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

NFC_PRM

28



3.16 NFCMifareSetPollingMode

IC

[C++]

int NFCMifareSetPollingMode(
DWORD dmiode,
DWORD  dwNum,
DWORD dwReserved

[Visual Basic]

Byval dimode As Int32, _

Byval awNum As Int32, _
ByVal dwReserved As Int32 _
) As Int32

Public Shared Function NFCMifareSetPollingMode( _

[C#]

public static Int32 NFCMifareSetPollingMode(
Int32 dmiode,
Int32 dwhum,
Int32 dwReserved

awMode
IC
NFC_PLMODE_NORMAL
NFC_PLMODE_MULTISTEP
NFC_PLMODE_MULTISTEP2
NFC_PLMODE_PACKAGE

awNum

NFC_PLMODE_NORMAL
NFC_PLMODE_MULTISTEP
NFC_PLMODE_MULTISTEP2
NFC_PLMODE_PACKAGE

100
100

N NDNO

awReserved

29



NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF
NFC_PRM
m IC
1 1 IC
/ IC
2 1 1
1 IC
IC 1 IC vid
IC IC
IC
FALSE NFCMifareStopPolling

30



3.17 NFCMifareGetPollingMode

IC

[C++]

int NFCMifareGetPol I ingMode(
DWORD *pdwiode,
DWORD  *pdwNum,
DWORD *pdwReserved

[Visual Basic]

Public Shared Function NFCMifareGetPollingMode( _
ByRef pdwiode As Int32, _
ByRef padwNum As Int32, _
ByRef pawReserved As Int32 _

) As Int32

[C#]

public static Int32 NFCMifareGetPollingMode(
ref Int32 padwiode,
ref Int32 padwhum,
ref Int32 pdwReserved

pawMode
IC NFCMifareSetPollingMode

pawNum
NFCMifareSetPollingMode

pawReserved
NULL

NFC_OK :

NFC_NOT_DEVICE : NFC
DeviceEmulator

NFC_POF

NFC_PRM

31



3.18 NFCMifareGetCardResponseEx

IC

[C++]
int NFCMifareGetCardResponseEx(

BYTE  *pbyATD,

BYTE  *pbySAK,

BYTE  *pbylid,

BYTE  *pbylidlLen,

DWORD *pdwDiscoveredNum,
DWORD *pdwReserved

[Visual Basic]
Public Shared Function NFCMifareGetCardResponseEx( _

Byval pbyATQ As Byte(), _
Byval pbySAK As Byte(), _
Byval pbylUid As Byte(), _
ByRef pbyUidLen As Byte, _

ByRef pawDiscoveredVum As Int32, _
ByRef pdwReserved As Int32 _

) As Int32

[C#]
public static Int32 NFCMifareGetCardResponseEx(

Byte[] PLYATO,

Byte[] POYSAK,

Byte[] poyuid,

ref Byte pbyidlen,

ref Int32 padwDiscoveredNum,
ref Int32 padwReserved

NFCMifareSetPollingMode

IC
IC
DeviceEmulator
POYATQ
IC ATQA
2>=<NFCMifareSetPollingMode dwNum
2 2 2
1 ATQA |2 ATQA n ATQA

32
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PbySAK
IC SAK
1><NFCMifareSetPollingMode dwNum
1 1 1
1 SAK |2 SAK n SAK
pbyUid
IC Uid
8><NFCMifareSetPollingMode dwNum
1 a 1 b 1
1 Uid . 2 uid . Uid .
@ 9 uid ) 2 vid I ® 9 |n vid
pbyUid
pbyUid
pawbDiscoveredNum
IC
NFCMifareAuthentication dwTargetNo
-1
3
NFCMifareAuthentication dwTargetNo 0 2
pawReserved
NULL
NFC_OK :
NFC_NOT_DEVICE : NFC
DeviceEmulator
NFC_POF
NFC_PRM

33




4.1

1. WM_CREATE NFCMifareOpen
2. WM_COMMAND WM_KEYDOWN
Mifare /
3. Mifare
NFCMifareGetCardResponse

4. Mifare

5. Mifare NFCMifareRadioOff
6. WM_CLOSE NFCMifareClose

WndProc

NFCMifareOpen

M_COMMAND
M_MESSAG

Yes

NFCMifarePolling

NFCMifareClose

NFCMifareGet

CardResponse

__________ o

A 4

NFCMifareRadioOff
[

END

Mifare Mifare

34
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1. WM_CREATE NFCMifareOpen

2. NFCMifareSetEventNotification
3. NFCMifareSetAutoRadioOff

4. WM_COMMAND WM_KEYDOWN NFCMifarePolling
Mifare /
5. Mifare
NFCMifareGetCardResponse
6. Mifare
7. Mifare NFCMifareRadioOff
8. WM_NFC_AUTORADIOOFF( WM_USER + 0x580 )
9. WM_CLOSE NFCMifareClose
WndProc

NFCMifareOpen

Y
NFCMifareSet
EventNotification NFCMifarePolling
Y
NFCMifareSet
AutoRadioOff
1 1
! NFCMifareGet | NFCMifareClose
i CardResponse i
T l
i\ NFCMifareRadioOff
1 1
[
A 4
END
Mifare Mifare

35



o

Mifare

NFCMifareOpen
NFCMifarePolling

NFCMifareGetCardResponse

Mifare
Mifare

I

NFCMifareRadioOff

NFCMifareClose

i

!

NFCMifarePolling

NFCMifareGet

CardResponse

S

A 4

NFCMifareOpen NFCMifareClose NFCMifareRadioOff
! ! 5
Mifare
Mifare Mifare
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1. CreateEvent

2. CreateThread

3. NFCMifareOpen

4. NFCMifareSetEventNotification
5. NFCMifareSetAutoRadioOff

6. NFCMifarePolling Mifare
7. Mifare
NFCMifareGetCardResponse
8. Mifare
9. Mifare NFCMifareRadioOff
10. SetEvent
11.

12. NFCMifareClose

<f NFCMifarePolling

CreateEvent
A4 ?
CreateThread SetEvent
A4 A\ 4 , '
. CloseHandle H NFCMifareGet |
NFCMifareOpen ( ) i CardResponse E

A4 A4 l

NFCMifareSet CloseHandle
EventNotification ( )

A4 A4 fmmmmmmeme l ___________
NFCMifareSet . ' . . '
AutoRadioOff NFCMifareClose :l__l_\l_li_c_tlill_lf_a_rei?_aid_lf)f)_ffni

Mifare
Mifare Mifare
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m NFCMifare
1. WaitForSingleObject

2.
3.
A 4
WaitForSingleObject
Yes
No
L — 7
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4.2 Mifare

1. NFCMifareAuthentication Mifare

2. NFCMifareRead NFCMifareWrite NFCMifareValue
3. 1.

4 2.

O

A 4

NFCMifareAuthentication,

A 4
NFCMitareRead
NFCMifareWrite
NECMifareValue

No

Yes

Yes
No

39



4.3

Mifare Standard

1. NFCMifareSetPollingMode
NFC_PLMODE_MULTISTEP

CARD_NUM

2. iCount=0
3. iCount<CARD NUM

CARD_NUM IC
4. NFCMifarePolling IC
5. IC
6. NFCMifareAuthentication Mifare
7. NFCMifareRead NFCMifareWrite
8. 7
9 6
10. iCount 1
11. 3. iCount CARD _NUM

12. NFCMifareRadioOff

40

!

NFCMifareSet
PollingMode

}

iCount=0

NFCMifarePolling

No

NFCMifareAuthentication

NFCMifareRead
NFCMifareWrite

iCount+=1

v

NFCMifareRadioOff

:



2

Mifare Standard
1. NFCMifareSetPollingMode

NFC_PLMODE_MULTISTEP2

CARD_NUM
2. iCount=0
3. iCount<CARD_NUM
CARD_NUM
IC

4. NFCMifarePolling

5.
NFCMifarePolling
LED
3.
6. IC
7. NFCMifareAuthentication
Mifare
8. NFCMifareRead
NFCMifareWrite
9 8
10. 7.
11. iCount
3.
12. 3. iCount CARD_NUM

13. NFCMifareRadioOff

1

!

NFCMifareSet
PollingMode

)

iCount=0

»le
>l

No

Count<CARD_NU

NFCMifarePolling

No

A 4

NFCMifareAuthentication|

NFCMifareRead
NFCMifareWrite

Yes
No
No
Yes
iCount+=1
v
NFCMifareRadioOff

41



Mifare Standard

1. NFCMifareSetPollingMode
NFC_PLMODE_PACKAGE

2. NFCMifarePolling

3. IC

4. k dwTargetNo O
NFCMifareAuthentication

5. dwTargetNo k

6. NFCMifareAuthentication Mifare

7. NFCMifareRead NFCMifareWrite

8. 7

9 6

10. dwTargetNo

11. 5. dwTargetNo  k

12. NFCMifareRadioOff

!

NFCMifareSet
PollingMode

}

NFCMifarePolling

No

Yes

NFCMifareGetCard
ResponseEx

_

dwTargetNo=0

dwTargetNo<k

Yes

NFCMifareAuthentication

NFCMifareRead
NFCMifareWrite

1 5.

— dwTargetNo+=1

v

NFCMifareRadioOff
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