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msh> ipsec ike {1]2]3]|4]default} level {require]use}
» ERREBS . FETIHILNREEEEL . IPsec DERLANLEZBELET,
» Trequirel ¥EETH L. [Psec AFATELNE FEBENTEER A, Tusel
HIRETDHE. IPsec KFATELRVWEZIEIBEBEDEEZL., [Psec NFIATES
L &L IPsec BIEZLET,
 BERURNLDEEEZERLI-EEE, BEORENKRREINET,
hTEEE— FORE
msh> ipsec ike {1]2]|3]4]default} mode {transport]tunnel}
» ERREES. FRETIHILMEREEZEREL. A TEAMELE—FERELFET,
» FSURKR—FE—FEFEATHEEIE Ttransport]l, U RILE—REFERAT S
E&E(E Ttunnel ] #HBELET,
» TIFIEREDT FLRBATT lany) #HEL TR LS. ATELEE
— FIZ Ttunnel] #BETEEFA,
» ATEIMEE—FDEEEZERLI-EEE. BEOERENRTINET,
FURILE—FDIBR/MERIP7 FLADHRE
msh> ipsec ike {1]2]3]4|default} tunneladdr "#8m IP 7 KL X" "#&m=
IP7 FLR"
= EHREES. FLETIHILIREZEEL. FORILE—FDBERIPT L
REBRBIP7TRFLREEELET,
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FrY L= X2 )T —%RILT D
» WBR/MRAIPT7FLADEEEZEBLI-EZEX, REORENRRTINET,
IKE DEFEEEARDERTE

msh> ipsec ike {1]2]|3]|4]|default} auth {psk]rsasig}

» EREREES. FLEATIALMREEEEL. AFRAAXEEELET,

» ERHARICKLLIBEAAREERT HEEE Tpskl ZIEE L. SEAEICKL HF2E
FREFEATSHEEL Irsasigl ZHELFET,
AAEICK AR AR ETFEAT S &L T, FANHBIAAEZEAL, [IPsec AD
REBAZZEIY B TTHETET . HIRAMAZOE AL Web Image Monitor AL T

RELFET,
= Tpsk] ZHELEEE, PSK XFIDRENBETT,
PSK 35 D&% FE

msh> ipsec ike {1]2]3]4]default} psk "PSK X=F3|"
» MHEFRAARXTPKZBIRLTWSEE BRREFEBSEET I+ EELE
EL. PKXFIZEEELET,
» PKXFHETAF—XF B2XFLA) THEELEFY.,. EBTEFEA,
ISAKMP SA (7 xz—X1) DNy aF7LTY XLDORE
msh> ipsec ike {1]2]|3]|4]default} phl hash
{md5|]shal]sha256]|sha384|sha512}
» BRREES. FETIAIMREZEEL, ISAKWP SA (T z—X1) THEHA
TH5N\YaTITYXLEBELET,
» Ny PaFZ)ITYRXLOEEEZEBLIZEEE, BEORENARTINET,
ISAKMP SA (7 x—X1) OBEEF7ILIY) XLDRE
msh> ipsec ike {1]2]|3]|4]default} phl encrypt
{des|3des|aes128]aesl192]aes256}
» BRREES. FETIAILMREZEEL, ISAKWP SA (T z—X1) THEA
TEHBESTILIT)RALERELET,
» BE7ILITIVXLOEEEZERLI-EEE. RAEOEENKRRIINET,
ISAKMP SA (7 z—X1) ®Diffie-Hellman &' )L—T B S DHRE
msh> ipsec ike {1]2]|3]|4]|default} phl dhgroup {1]2]14}
» BRREES. FETIAIMREZEEL, ISAKWP SA (D z—X1) THEA
9% Diffie-Hellman ¥ IL—THBE B ZEELET,
» FRATEHIIN-TESEBESHETHEELET,
» JIL—TEBDEEETERLI-LEE. BEORENKRTINET,
ISAKMP SA (7 z—X1) OBEMDHEDOKRE
msh> ipsec ike {1]2]3]4|default} phl lifetime "HXHHEAR"
» BAREES. EETIHILMREEEEL. ISAKMP SA (Tz—X1) OFD
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HRZEREELEI,
= AMEARILFEAI T 300~172800 DREIDEHMIETHEELET .
» AUHEOBEELZERLI-EEE. REOERENRTEINET,
IPsec SA (7x—X2) ORBEAT7INTY XLDEE
msh> ipsec ike {1]2]|3]|4]default} ph2 auth
{hmac-md5 | hmac-shal|hmac-sha256 | hmac-sha384 | hmac-sha512}
» BAREES. FETIHILMREEEEL, [Psec SA (71 —X2) THEAT
SEETILTVRALERELET,
» BHROBATINTI)XLEEETSEEF () TRYISTHEELES, COEE.
REOREERTIIBEIBZOSVWTILI) XLOLRREINET,
» REETINTIVXLOEEEZERLI-EZE. RAEOEENKRRIINET,
IPsec SA (7x—X2) DEEE7NLIT) XLOETE
msh> ipsec ike {1]2]|3]|4]|default} ph2 encrypt
{null]des|3des|aesl28]|aes192]|aes256}
» BAREES. £ETIHILMREEEEL, [Psec SA (71 —X2) THEAT
SPEETITVALERELET,
» BHOBESTINTIVXLEEETSEERF () TRYIS>THEELES, COEE.
REDREERTIIBEIBZOSWVWTILI) XLOLRREINET,
» BE7ILITVXLOEEEZERLI-EEE. RAEOEENKRRIINET,
IPsec SA (7x—X2) @ PFS DERTE
msh> ipsec ike {1]2]3]|4]|default} ph2 pfs {none|l]|2]|14}
» BAREES. £ETIHILMREEIEEL, IPsec SA (Tx—X2) OPFST
EAT 5 Diffie-Hellman FIL—TEBEEELET,
» FRATEHIIN-TESEBESHETHEELET,
» JIL—TEBDEEEETERLI-LETE. BEORENKRTINET,
IPsec SA (7 x—X2) OAELBEDRE
msh> ipsec ike {1]2]3]4|default} ph2 lifetime "HXHHEAR"
» BAREES. FETIHILMREEEEL. IPsec SA (7x—X2) OFEHH
MEHEELFET.
= AMEARILFEAI T 300~172800 DREIDEBHIETHEELET .
» AUHEOBEEZERLI-EEE. REOERENKRTINET,
BB (ike) REEDMAL
msh> ipsec ike {1]2]|3|4]|default]all} clear
» BREEZVHLETSEMNEEES. FET 4L MEEEZEELET, lalll %
BETAETRTOERERELET 74V FEEEZMHELLETS,
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IEEE 802 IX FBELZEXTET 5

IEEE 802. 1XE{]nIE(j: ﬁ"f‘?/ﬂﬁ@ﬁﬁf*ﬂﬁﬁf%énhn *g% ¢‘d-o ELHIE-H-_/\_ (RAD]US

-lj-_/\_) _CnLnIEiC—ngzT
EAP 24 7 (EBEEAZ) (X. EAP-TLS. LEAP,

EAP-TTLS. PEAP @ 4 FBEEA LEIRTEFET .

ZEAP 24 TTRELGAHEIRDLEEY TY,
EAP 24 T WERITFIAE
EAP-TLS 4 NEEBAE. HEREIRAE (IEEE 802.1X
D547 MEAE)
LEAP -
EAP-TTLS A MEERAE
PEAP Y4 EERAE

PEAP (7 x—X2 4 Yy FTILS #iRE)

Y4 MEEBAE. WEREIEAE (IEEE 802. 1X
92547 MEAE)

YA MIRAEZEAT S
e uJ-.E'U'_/\—o)L:*E & EF J73—%>7°_&50)

Y4 MEEBAZE (L— ~CARERAE) Z#8AL

T b—N\—GIRAEICER L-ZEIRDORAEN. O LEUDERRDIRAEZAFLT

BEFT,

SRAEDAFAEE. FALTVWAREICEIVELGYFETS,

4 UR—

kTZx3H4 FERAZDR.K (L. PEM (Base64 Encoded X.509) T3,

1. Web Image Monitor ™S4y FI—H BEBENAOST AV LET,

2. [¥A FEEAE] REZBRLET,

(HemnEE] P [BFE] P

tXayF0—1 P

[V FEEEAE]

3. ngé’f y'-l-:_ I“L/ij—o
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FYbI—=Y X2 T—%RIET D

[ VR— T 54 FEEBAE] P [S8B] P AFLI-TCASIAZ &R P (B
K1 P[4 FB—F]

4. A 2R— b LI-EEBAEDREL EHETED) THHLZHBLET,
M FEEBAEF = v V8Bl A [B%1] ([T >TULT, SIBAEDIRRED EFETEH
W DEZR, BETELGLLRDIIENHYFET,

5. [0K] 29 VUvyILFET,

6. AJ7IMLET,

RS EEIRT S

HoMUORMTHER, BA L#SIAEN S, [EEE802. IX THEAT AIIHAEE:ERL
TI, WBTHEDMER. BAIZDWNTIZP. 76 THBIRAZICL5EEREBENRE] 23
BLTLEZELY,

1. Web Image Monitor Mo Ry F7—H EBEMNAITAVLET,

2. [HBAHE] BEEBIRLET,

[(EOBEE] P [(BE] P TExaUT,—1 P [HBEHE]

. THRATSHEHE] 0 TNEEE 802.1X) T, FHT HHAEZRIRLFET.
4. [0K] 20V voL%ET,
MEEDCEEMA D] BEANRFTEINET, 1~228BLTHS [K] 29UvIL
£7,
[0KI1 #0)w o LTHEEILIRTINGEWNESIE, LIESLF--THE WNeb T5HH
—0 [BHF] R2&20 )9O LET,
6. AJF7ILLET,

A —49 3+ kT IEEE 802. 1X AT 5

1. Web Image Monitor ™S %y FI—H BEBENAOST AV LET,
2. [IEEE 802.1X] S=‘E&®EIRLFT,

[#BneE®E] P [%F] P Texa2yF+4—1 P [IEEE 802.1X]

3. Ta—%—4&] 12, RIS H—/NR—IEEBEINTWVWIRAI—HF—REANLET,
4. TRALDA] IS, FIALTVWRRED FAS VREANLET,
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Yy b=t Fa)T4—%HELT D
5. TEAPA A T ZBIRLFET, EAP A FITk > TREBEANRLEY FT,

EAP-TLS

» FALTLRREBICEDETHREL T,
= [H—/N\—FIAZENRE #BRLET,
»  [HRERARDOERE] ZBIRLET,
= TH—/3—IDJ [Z, RADIUS H—/R—DKRRX FEZEAHNLET,
= (HITRALEHA] #BRLET,

LEAP

» IR —F] @ [EE] #21)v%9 LT, RADIUS H—/N—IZBRFE SN TSN
AIJ—F#AALET,

EAP-TTLS

» IR —F] @ [EE] #21)v9 LT, RADIUS H—/N—IZFRFE SN TSN
ARTJ—F&#AALET,

. 7z—X2a3—4—4&] (2, RADIUS H—N—IZBRESNTWDI1—H—RZA
ALET,

= [Jx—X24AYyF] O TEAP-TTLS] ZERLFET,
FERALTWLWSRADIUS H—/n_—I2&kY, FHTELEVA Y Y FAHY FET,

» LEOEBEFFEALTOAREICELETHEELTLEELY,
= [H—N\—ZIBAEDRI] ##IRLET,
»  [HRERARDOERE] ZBIRLET,
= TH—/3—IDJ IZ, RADIUS H—/R—DKRRX FEZEZAHNLET,
= (HITRALEHA #BRLET,

PEAP

» IR —F] @ [EE] #21)v%o LT, RADIUS H—/I—IZFRF SN TSN
AIJ—F&#AALET,

» [Jz2—X2 AYy K] TI[IS] 2BRTBEZEF. NRT—FOBREFFET
ED

. 7z—X2 a—H%—4] IZ, RADIUS H—N—[ZHRESNhTWWSH1—H—FZFA
ALET,

= [2zx—X24AYvyF] O TIPEAP] ZEIRLET,

=AYy R[Z [TLS] %BRd B E =1L, TIEEE 802. 1IX # 54 7> REEAE | AR E
T9,

= LBOERE. FALTOWSBRBICEHLETHRELTLEILY,
= TH—N\—ZIBAEDRI] ##IRLET,
»  [HRERAROERE] ZBIRLET,
= TH—/3—IDJ [Z, RADIUS H—/R—DKRRX FEEZAHNLET,
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FYbI—=Y X2 T—%RIET D
= 9T RALVEFAI Z2BIRLFET,
6. [0K] 29Uy ILZFET,
1. TREOCEEHEAD) BEASARTIAFT ., 1~25&BLTHS [K] 259Uy sL
E 3
[0KI1 Z2 ) vy LTELEELARTEINGVEEE, LESLLFoThioNeb T55H
—0 [BEH] K2 2&2IV9 I LFET,
8. A28 —Dxz—-XR] D [MAV3—Tx—RAHEE] 209V vILFET,
o A=Yy bl O TEF2YT o (802.1X)]1 T [H] ZBRLET,
10. [0K] 259U vHLET,
1. TREQEEEAD) BEALRTIAES ., 1~25@BLTHS [K] 259Uy sL
9,
[0KI1 Z2 ) vy LTELEELSRTEINGVEEE, LESLFoThioNeb TS5HH
—0 [BEH] K229V 9 I LFET,
12. a7 FLEY,
D B
* BREDFRERICLY AEEBRETELGLLLBRIEDNHYET . COXI G EEIE,
BEBNORDAETHRY FIT—0 8T —ZHRIL TKRKREZHEETEFET,
= [TRMER] @ [y bD—=05<1)—]
= FREASFETESRVEEZE, BERBD 18 —TJ—REE] D [y bT—7]
(v FT—YKE) O [IEEE802. 1X BEEMHAL] THREZMHELTHL, F
IEZPYELTSEE,

INAT— FZBEERT S

FSAN—MEER. &V IPPRRIED/NNRT— FEEBILERET HEL. N\RT— FEFEEIL
BIETE/NRT—FEMIIHTI2RLEUETRIETEFT . RE2UETLYRIET H-HIZIE,
IPsec. SNMPv3, SSL/TLS Z#fE8 CHERT AL HEO LET, FHL-EEERIMFOQS
AUNRAT—FHEEIELET,
KSA N—ES
A—H-RBAERELTCVWS LTI BERSAN—DOEETHATA /IR T—F
P, XENRT—FZBELT 50D F—XFITY,
AL 1—Y—DN\VAVTHEATERIAN—IZ AL FSIAMN—BERERELE
ER
IPPBBEED /IR T — K
IPP BEED /AR T — R E#KES1L T B(Z1E. Web Image Monitor ZEA L. RBEAET
[DIGEST] ZFEIRL. R#EIZ IPPFEEID/NNRT—FEH/RELFT,
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+ LI
= IPPEEED/ART— FIL, telnet © FTP TRETEETA, HEFILEE A,

FSAN—BESREHRET D
AECFSAN—BSRERELET, COREICEY.,. AT A VIR T— FZESILERE
L. XRAT—FEFIZHT 2LE2MERIETEFTT,

BERD [A=a—] F—Z#HL., [v] F& [4] F—ZHEALTREL TS,
1. BfEMIhrRY FO—VEBENRDTAULET,
2. [FoA4N—E5R] 22RLFET.

[t¥aUT+—EE] P [K] P [EFaUTs—3%E] > [0KI > [F5
1 A\—FES#] P [0K]

3. FSIAN—BEEREANLET,

[A#] > BEEREAANDP [ANEKT]

4. FSAN—ESRZAANLEY,

[AH] > BEEREBAHN P [AHKTI]

5. AJ7IMLETS,

[A=a—] P [Az=a—] P OFTHHE

= tFXa11)F 1 —i&1bIE Web Image Monitor THRETEE T, L < (L. Web Image
Monitor DAL TESBLTLZELY,

» YA —RSAN—DOBEEREFEICOVTIE, TUEI—FRSANRN—DALT%
SHBLTLIEEL,
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IPPEBEED/INRT— FKEHBET S

AHEIZ IPPRRREDNART—FZHRELES . Ff. IPPEREID/XRT— FZHESLEIEL.

INAT)— FEFICHT 2Rt ZBIETEES,
1. Web Image Monitor ARy F—H EBENAOTAVLET,
2. [IPPEBEE] {/EFJIRLZET,

[(#s2nEE] P [BE] P TeX%ayF4—1 P [IPPEBEL]

3. TH#ERE: I OFayIF&Y U A=a—mi [DIGEST] ZBIRLET.
4 21—Y—£% [1—H—2] RV RXIZAHLET,

5. R —F% [IRRT—F] Ry HYRIZAALFET,

6. [0K] 20UvoLFET,

1

MBEQEERAT| BENRTINET, 1~25BBLTHS [K] £5UvsL

3 I

[0K] 0V vy LTHEENRRINGEVEEE, LESLF>THS Web T50H

—0 [BE#H] Ra2E22) v LET,
8. AIF7HRLET,
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Kerberos REEDD

Kerberos SREERF . A# & KDC H—/\—FHDIE

ERCAle

1 —]

ax &

SIEBEERELFET,

Windows 25F. LDAP :B5F. LDAP #2375 & T Kerberos SREIZFHT 5 & =2, RLLEBEMN
TEE9,

KDC H-—/\—DFEFEIC Kk > T, YK—
BIZAEHETRIRLTLESLY,

b5

EBE7ILT ) ALNELZDT., FHT BIR

KDC H—/3—

YR—bT 50

SE7ILTY XL

Windows Server 2003 Active Directory

RC4-HMAC (ARCFOUR-HMAC-MD5)
DES-CBC-MD5

Windows Server 2008

AES256-CTS-HMAC-SHA1-96
AES128-CTS-HMAC-SHA1-96
RC4-HMAC (ARCFOUR-HMAGC-MD5)
DES-CBC-MD5

Windows Server 2008 R2/2012/2012 R2

AES256-CTS-HMAC-SHA1-96
AES128-CTS-HMAC-SHA1-96
RC4-HMAC (ARCFOUR-HMAC-MD5)
DES-CBC-MD5*

Heimdal

AES256-CTS-HMAC-SHA1-96
AES128-CTS-HMAC-SHA1-96
DES3-CBC-SHA1

RC4-HMAC (ARCFOUR-HMAC-MD5)
DES-CBC-MD5

*

1
2.

3.

OSDEBRETEMICTAHEFERATEET,

Web Image Monitor Mo #B/EEENRITA U LET,
[Kerberos :85F] BREZEBRLET,

[EnEE] P

[zl P

rgas) »

[Kerberos EB:E]

AT AESEZILITIXLEBIRLET,
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PECEBLTDEAMIZLFET,

4. [0K] 20YUvHILZET,

5. mJ7ILLETS,

109



AEEEET D

ARZEEET D

FEOREMZEZTD. MRMISERAT H-ODEREEHRALES .

n7z&e#E9 5%

AEICEBIN-OJTZINET D L. BREDERERE. T5—BE. AE~OT7 7 XK
ROT7 VR EBEOHMEREERTEET,
Flz. BEBIELTOJDRBEHLTEET,
A4 (& Web Image Monitor, Ff=IFAJINEY—N—Z2EALTHERALET, I&ELEOT
X CSV I7ANIZERLT—RBEI IV O—RTEFET N—FT A RIDLEERAET S
LIFTEFEE A
=R/ A0Y: 1]
AEICERBINSOSIE. 2370y, 7UERAY, ecoRTHBHYET,
= U37JRnYy
R EDI—HF—DXEICHhDHET—9 70— RTOHOAJER/IRERHN S
FRIT 5 RTLERE) R M ED LR— MR
» THOEROY
A4, BT 70 MG EDRE/N—FTA RV LEEDY—ERIT VD=
TRE/QVEGEERRLGED AT LEME/BSLREE. 7TV EXRKE. OV I T
b 27 —LDIT7OESEMHERLGEEDOEF2) T4 —E1E
» ecom¥
BREOAY Y/ BHART—R2ADER/Pa TORTEMOI I TED 3 TOR
fifERE/1 BB C E DRHEE/AOHEENE
» AJREY—NA—IIDOWTIE, ATREY—N\—DFEAGHAEZSE L T ZELY,
» OJREY—N—Z2FEATEHEEE. OTREY—N\—TO T DEEZRENVET
ERD
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Web Image Monitor M5 O4 #&EiHTG 3

A TEET SOV DEE. WELANLERETEFTY . £, OV OESE. —EHEEZ
EETEEI,

Web Image Monitor TEHTCZ50O45EE

Web Image Monitor TEV #UNET HIEREZ BT HE . ARICOTHNEFEINET, I
ETE305FRODELSY TT, Web Image Monitor d [R/E] D [OF] THRETEZET,
L <IE Web Image Monitor DAL TESHBL TS, IRELE-AJ(E, Web Image

Monitor AL CTA Y >A—FTEET,

FRALTWAHEICL>T, NETESHOJEBRIFELGRYET,

3Jny
HREIEE Log Type DEHESE IN&Eg505
) —:FIRl |Printer: Printing | &N 7Y 4 —HROOY

T o —  HEH
il CENRIR5E)

Printer: Locked
Print

(Incomplete)

MZHR CTAMKIIXELXZ—BEELE
=301=%

T o8 — B
il

Printer: Locked
Print

A —EBERIN-EEBHNRIXEXE
YEER. E7-1Z Web Image Monitor H & EI
RILF-&zn0s

T —EHLE
Al CENRIR5E)

Printer: Sample
Print

(Incomplete)

HLHR TAMIIXEEZ—BEELE
=301=%

T —EHLE
Jil

Printer: Sample
Print

A —EHEREINE-H LAORIXEXE
YEER. E1=IE Web Image Monitor A & EN
RILF-&Z=2mpOy

TR —  REBH]
Rl (ENRIRSE)

Printer: Hold
Print

(Incomplete)

REHMR TAKIIXEZ—BEELE
=10]=%
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REIEE

Log Type D E4E(E

&g 50T

TR —  REBH]
il

Printer: Hold
Print

A —EBERIN-REBNRXE %
YEER. ET-1Z Web Image Monitor H & EN
RILF-&En0s

T)oa— RE

Printer: Stored
Print

REMNRITAREICXEEZEZRLIZEED
a4

Ty — ]REL
TENRI

Printer: Store and

Normal Print

REHNRICTABICXEZEB LGN SH
RlzLzLEnOY

T B —RKSA4N—DFFETHRIAE
Z [REFELTHRI] SBRLE-EE

T — REX
EFNR

Printer: Stored
File Printing

KEICEESIN-REXEZERER.
1=1% Web Image Monitor M SENRIL = &
zpnsy

LAR— ~ENRI

Report Printing

RIERMI S LAR—FZHRILI-EED0
5

7)o R — {ZBBE | Printer: Hold A — B IN-REORIXEL R

R ST EEN R Print File YEER. E£1-1Z Web Image Monitor m &R
Printing AEHR/ELTEHRILI-EZDOY

FHtvROY
REIEB Log Type DEMHIE &3 %045

ag4 Login g4 v LtkEEnnsd

ag7wk Logout g7 rLizEEDOY

XEEE File Storing Al EZEBELI-LEDOY

ERECENRI Stored File AHEICERBLE-XE#HRK®RLI-EEDO
Deletion 7

ERXE—EHIRR

All Stored Files

Deletion

AHIZEBLE-XEE—EHIBR L& E
)]sk
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REEE Log Type D EESE IR&Eg505

A 4J —1E8Ik& All Logs Deletion | AU #—4FHIBRLI-LZEDOY

AJRELER Log Setting Change | O/ DREFLTEL-L=nOY

A JEREsER Transfer Log AJEfEROO Y
Result

OJINEIEBZE |Log Collection CadadRELANL, THERAOTER
Item Change ELRNIL, NETHEBEXLEREL-EE

)I=ks)

ES{L@EQ S UL | Collect Encrypted | 21—« 1) 574 —. Web Image Monitor.

& Communication F- 5 s E DB THEILBEET
Logs hEEDOY

7Yt AKES Access Violation |FAELEHEEOCOST A VBERERMLT-

Loy

Ay 27 hMEE

Lockout

Ay 7% MEREENB LNV -LEDNT

27—LoxT7:7
vIT—hk

Firmware: Update

DJ7—L9zT7H7vTT—hrLIzESE
=iy

727—Lx7 1
REE

Firmware:

Structure Change

SDH—KDIREEL. BLUVEL 19D
h—FKRiEALRE, BREBEE®RAMLE-E
=301=%

727—Lx7
159

Firmware:

Structure

AOBRIBARBLE, 27—L9x7
NDED21—IVIBREREZRLI-LEDOS

WaRT SRS
Pl

Machine Data
Encryption Key
Change

R T ARSI EDESRELRL
&0y

J7—LOx7 1E
LTS —

Firmware: Invalid

AEDERBRARGE, J7—LDx7
DELMZEHERLI-LEDOT

Bff - FZIRELE

Date/Time Change

Bff, BzIzEELzLEDOT
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AEEEET D

BREIEH Log Type DEE(E IR&9 505
XE7tAH¥ZL |File Access REXEDT IV LRIEEZERLIZEZD

B

Privilege Change

a4

INAJ—FRZER

Password Change

A4 VNNRID—FREZEBELI-EEDO
.

EEELE

Administrator

Change

EHEZLEELEEOODY

7 FLRIRER

Address Book
Change

7 RLREENEEESnI-EZDOT

AR TE

Machine

Configuration

AEDREEELEL-LEDOY

7 kL RRIEHR/AN

Back Up Address

7 FLRERDERE/ NNV I Ty T L&

w9 Ty T Book =301=%

7 KLABR'Y X b |Restore Address 7 ELARDIEHRZEVR T LIzEED
7 Book o4

YhERENRIFIFAE® | Enhanced Print FIVr—2avIiz&kbd bS5y ®

R:bSvx2 T8
AR

Volume Use
Limitation:
Tracking

Permission Result

RELEEZDOYS

A—HFAhH4  |Counter Clear A—H—RIOAY U A—FEH YT LI=&
— ) TR Result: Selected |Z=pA4

User (s)
£a2—4%HH>4 |[Counter Clear ea1—H—-DhHoUE—%0 )7Lz
— o) TR Result: All Users |=mn4

W EFRD A
VR—k

Import Device
Setting
Information

AHDREBFBRI7AILEA VR—FL
-0 1= k4
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AEEEET D

REIEB Log Type DR B IN&Ed 5045
FEEREEEMAD T | Export Device AHDERTERBRI7AILELTY RAR—
4y Rik— k Setting Loy

Information

*ISNMPv3 D TO4S 4 > oOJIEEEshFEEA,

2 N—FTARIDTA—T Y bHIE, ERFETOOTHNEESh, TJ+—T v &

nfrEWSaThRREINFET,
*3HEELRYE—FOTA VICEHI YR DS KEET IV LARELRUET,

eco A4
HEIEHE Log Type DB 1EAE IR&ETH05
TEJEON Main Power On BREzANIzEEDODOY
FER OFF Main Power Off BRZY-fz&Enny

BRAT—32 X%
ITHER

Power Status

Transition Result

BRRAT—2 ABTHEOOYS

T3 JBEER Job Related TCaJBEEEHROOY
Information
AikERE Paper Usage RigERED O Y
HEEh=E Power Consumption |EHEBEZEHENOY
» O3 7JO0JWELRNILE [LRILIT] [CHRETHE, TRTODaTOTHNRES

*Li-é-o

» TOERROTRELARILE [LALIT] [ZRETHE. ROBEOOTANRESH

ij-o

= OJ—$EHEIRR

. RUBREE

[d

= OJREKREZEE

» TOERROTRELARILE [LAL2] TRETDE, IRTOTI7ERAOTHIR

EEINFET,




AEEEET D
» [D7—LOz7 HBEIOOTIAREOEREAZ. RYICEREINEZANITY,
» eco ATUELARILE [LALIT] ITEETSHE., eco BT FNESNERA,
» eco AVUELARILE [LRL2] ITHETDHE. TNTOIEED eco AT HURE
ENEY,

AooO0—KRTE500BROEH—E

Web Image Monitor 2 ->TO4 24 o0— K3 5E. FRhEADOOTIZ, ROFEMIER
MR8k S 1= Comma Separated Values (CSV) XD 77 A ILDBHASINET, 24 MILE
[F. CSV I 7 A IILISRTRENDHXFITY,
AJIZERET HFMERI GV E . ZORIEEETHASAET,
T7A4ILOHNBR
» XFOa—ktwy b UTF-8
» HARK CSV (ho<REUY) X
= 23707 TUOERRATDT7AILE . “BEBEA+_log csv”
* ecoATDT7AIGE : “#3_FL+ _ecolog. csv”
AY DIV
A1 Tlog ID) TRIELTHASIET,
T 74 IVORERL
T74ILD1TE (NYE—1T) IZRT—2DE24 FLBEASIRET,
AJ0TF—4 8K
= DUaJpninLE
2K (—EFEHR). V—R (C3aTOAHNEHR) . 2—7v b (aTOHNER)
DIFIZEHBITNHEAEINAET . ThoFHBEORT ID EHFLFET,

2% (—RER) V=2 =5y bk

T : 1 : 1 : 1
Start Date/Time -~ | Result - | Access Result] Source| - | Print File Name | Target| -~ | Stored File Name
2011-03-03T715:43:03.0 | - | Completed| - - :

- | Completed| - Report| -

... | Completed| - Print | -~

CJcoo1
= 2K
EHhOLBEEMN1{TTHASAET,

= Y—X

KRAPDHL@BERD MResult], lStatusl, XU aTOITDANEREH A
LEFT,. BEHOV—RDBHDEEE, ERTNHEASIET,
» A=yt
KPDH@BERD MResult], lStatusl, BXUY 3 TO 5 DHEHEHRAH A
SNFET, BEHOZI—T v bAHDLEE. ERITHFEASNIET,
» THRROTDEE
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AEEEET D
KOOHBER, BLUVT7I/EROTERN 1 TTHAShET,
» ecoRATDEE
XhOHLBEIER., LU eco ASTEHRMA 1 ITTHASINET,

HEEH

Start Date/Time
o3JaygTlE,. PaJ0OMBAB N ERINET,
DIaTMRTLTWEWE &, ERICHRYET,
79 +€Z2A45 TIL, End Date/Time &R L BEMNEEZSNFET,
CVI7/4ILD 1 BEEOEBICERFESINFET .
End Date/Time
2aJasTlE, PaJoRTHBNREINET,
DI3TMRTLTWEWE &, ERICHRYET,
TOEAOTTIH., EROFKEABNRFEINET, Result RERZIICHIELET,
CV 774D 2EFBDEBICREHFEINET,
Log Type
A DEENRERSNET, 7Y X045 TIL, lAccess Log Type] TR M iEFES (T
ENET,
Y OEHEE, P.136 TIRETHATEEET S 2BRLTIIEZEL,
CSVI7A4ILDIFBHDEBIZERTFEEINET,
Result
BE. FREBROBESERSINET,
2a3Jadn 17 8— REXEMR . TOBRIRILI-EEETOT %5
BLET,

& Bl
Succeeded BEFEEFERVEERT L=,
Failed BIEFEIERNEERT LI,
<ZEH> BRUEELFIEENETHTH D,

» 037RJTIE, $HE T BERTT S L. TFailed) EREREINFET, BTL
TWEWD 3 JIE, ERICBRYET,

= F7HOERAOTTIH, ERARYID E Z(E MSucceeded], KD & ik lFailed) &
RBEINET,
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AEEEET D

Operation Method
BRIEOFEMNEHRINET,

& BTLL]
Control Panel 1RERD
Driver K34/ —
Utility A—F4YF4—
Web Web
Emai | EXA—)L
Status
BIE. FEEABROKREAEREINET,
E iR
Completed EERT
Failed BEERT
Processing T
Error IS—%4%
Suspended T
Succeeded RZZh

Password Mismatch

INRT— RFR—F

User Not Programmed

A—H—REHK

Other Failures

Z DD KB

User Locked Out

A—Y—0vy o7

File Limit Exceeded

JOIRRINIZEDFY TFr—%kE

Transfer Cancelled

v TFr—EEDOX v UEILIZKEEK
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fE

glﬂllil

BR

Power Failure

ERMICKDF v TFr—%kK

Lost File

XEBRKIZLDX ¥ TFv—5%kK

Functional Problem

TINAAFRIZKDF v TF¥—%kK

Communication Failure BIEL
Communication Result BERBRHEREE

Unknown

Cancel led: Details

A DRENEERT (Failed) Liz&FITRBEINFET,

EERTLGMoEEER, MLREESNERA,

]

,.E-Iﬂllil

BA

Cancel led by User

A—H—[Z&BFr ot

Input Failure ADFOEERT
Output Failure HAFOEERT

Other Error
Is5—

CaIDETRICEBRHMLEIS—, £ LLEZFOMD

ERET

Power Failure

Cancel led: Details (Source A% Stored File @& &)

A DOKRENEERT (Failed) Liz&FIZREINFET,

EERTLAGM o EEEE, MBRESNFEEA,

B

Bl

Memory Full

>7=

T—RENEYTLH-HDAE) —BEMN L (A
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fE

glﬂllil

BH

Print Data Error AEICEEH INTOEWLPIL. L LLIFAR—FEFAL
1=

Data Transfer Interrupted | RMD & =2 NFET,
» BLSHEEORSAN—ZFFALE
s Ry NT—OEENEELT

Other Error FOnTS—

Cancelled: Details (Source AXPrinter @ & &)
O DIRENBEELRT (Failed) Lf-&ZTIZERFEINFET,
BEERT LN I=EZE, AIHEHZEINFEEA,

& i BA
Over Job Limit ZNTEEOaTHERBAS-
Memory Ful | F—RENMIBFT E1-6D A F ) —fBEIAL S LA
>7=

Authentication Failed AHEDREEIZKBLT=
(Access Restricted)

Data Transfer Interrupted | XD & =z iFEShET,
» BLLOHEORSAN—ZFALLE
s Ry NT—OEENFEELT

Print Data Error AHEICRERE SN TUOWAWPIL. H LLFAR—FEFIAL
1=
Other Error FDTS—

Cancelled: Details (Source A% Report @ & &)
N R TLORE LB LT-L =L, MOther Error] &RBENET,
Cancelled: Details (Target A% Store M & &)
AT ORENERELRT (Failed) Liz& EIZEBEINFET,
BEERTLEL 2L EE, AIBREZEINERA,
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glﬂllil

fE BA

Exceeded Print Volume Use | A4/ > L-a—H—DFBAE4IEMHKEB A 1=

Limitation

Timeout BALTY RHREELT-

No Privilege XEDLBEED T RERN TN o1

Unavailable Size to Store [fEEDAMHY A X (FERLEL) AERTELHNY
A4 Xt=o1=

Other Error ZDRMHITS—

User Entry ID
IV h)—IDAEEHREINET,
oaJod, TORROTDREERFLI-2—Y—%—E(Z#ET ID TT, 16 EHT
HASNhZFET,

,.E-Iﬂllil

] BA

0x00000000 VAT L. REBALMAAE DRE

0x00000001 ~Oxfffffeff A—H¥—Ppa—H—a—F

Oxffffff80 DRT LR

Oxffffff81 VAT LR, REVALFAE DEE
Oxffffff86 e AT A

Oxffffff87 EEE

Oxffffff88 EEE

OxffTfff89 EEE2

Oxffffff8a EEBE3

Oxffffff8b EEEA
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User Code/User Name
A—H—D#ETEH. 2 —Y—a—FFLRFEa1 YV —ELEHINFET,
EEETEH. EEEOQJ A va—F—ahREINFET,

Log ID
AJIZIDNETEEINFET
AJ%—RIET ID T, 16 EHTHASINET,

TOEROTIZEEZINSER

Access Log Type
TOEROTDOEENRHEINET,

fi& L
Authentication aA—H—FREE
System SRTF A
Stored File XE
Network Attack v b=V KREESIERE

Detection/Encrypted

Communication

Firmware J7—LTT7DESMERHESE
Address Book 7 KL A&
Device Settings VYR EDEREEER

Authentication Server Name
RBICERIEZHRA - —N\—EZMEEHRINFET,

No. of Authentication Server Switches
R —N—DBE Y LIz EICH—N—ZYBZ-ERLEHREINET,
Y—N—FO U EBRELEAEIDZHIBTEET,
Y—N—g Y B2 EHE. 0~4ETY,
0DEE, H—N—FHO L TLWEEA,

Logout Mode
A7 NAENEEINET,
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AEEEET D

fE

Bl

by User’ s Operation

A—H—nOT 7 MMEE

by Auto Logout Timer

HEZRIZL5B88O05 77

Login Method

R EREZITRBENLHEINFTT,

fE

glﬂllil

BR

Control Panel

RIEERD D DRLE

via Network

2y bI—=0 %N LEEE

Others

Z D 5 DER

Login User Type

74 va—H—0ERMNEHEREINET,

& SEA
User R —Y—
Guest TR b
User Administrator A—Y—EEE
File Administrator XEEERE
Machine Administrator HREEE

Network Administrator

*y bI—YEEE

Supervisor

A—IN—IN( HF—

Customer Engineer

(Service Mode)

HARER—TIO=7F

Others

RSN DI—F—DDOTA
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Target User Entry ID
HMNEREFIZCT ) —IDARHEINFET,
ROBETHRER > 1—F—%—FITHET ID T, 16 EHTHAIAETS,
» AvO T NEE
= NNRTJ—FZEHE
Target User Code/User Name
HEEDI—F—a— FFELIFI—V—EMNEHEINFET,
EREOLEIE, EBEOOT A vaA—HF—ELEHRINFET,
Address Book Registration No.
BELELA—Y—0ERESHERINET,
Address Book Operation Mode
7 RLRRDERZED LS ICRELI-MERENET,
Address Book Change Item
T RLABRDEDABRZEELEMEHESINFET,
Address Book Change Request IP Address
7 ELRRFRERELIZ-2—Y—0 IP 7 FLX1EHR (IPV4/IPV6) ARERSNFET,
Lockout/Release
Ay Y7 MRENGERINET,

E i BA
Lockout AVIVERN s ERy R < i
Release 0wy hfiEiREInT-

Lockout Release Method
Oy 79 @R LEAENTEHRINET,

[ BTLL]
Manual FHICLDH5O0v 07 MER
Auto fRRE AT —I2kd0 v Y 70 MERR
Not Set 1) R —IE lockout NREBRETT .

Lockout Release Target Administrator
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AEZEEET D

Ay Y7 MEROEE, MREGIEEENRERINET,
Counter to Clear

A—HY—Z¢ICEDAIUE—F Y YT LMD RERINET,
Export Target

BERBEROI I AR— FORRELGIHREBBIEBHRINET,

E Bl
System Settings AT LUHEE
Printer Features T —EAEE

)

Web Image Monitor Setting | Web Image Monitor 3%5E

Web Service Settings Web —E REBE
System SP O RTLSP
Printer SP 7)o —SP

Target File Name

BRIFBOA VR— bk - TVRR—IRRELGDIT7AIILEBDRFEINET,
Stored File ID

ERFERIFEBREN-XEICIDAREINET,

. FRIFEBRERENEZXEZ—EITHET ID T, 10 EBTHASIAET,
Stored File Name

ERFEITHIBREIN-XED 7 7/ ILANREINET,
Col lect Job Logs

CaJOTREDREEER LN E S MIPREBERINET,

& SiEA
Active AMEELL
Inactive mMEELE
Not Changed ZTE L TLVEL

Col lect Access Logs
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TOEAOTREDREZEB LN E S MM RBERSNET,

& EiEA
Active BAMEELL
Inactive BIICEELE
Not Changed ZEL TLVRL

Col lect Eco—friendly Logs
eco AV INENHRELXLERE LN EShLREZINET,

& SEA
Active BWIEELE
Inactive EMEBLL-
Not Changed ZELTLELL

Transfer Logs
AV EEEEDEREEERBLE-NESIMDREHRINET,

& EiEA
Active BAMEELL
Inactive BYICEELE
Not Changed ZEL TLVRL

Encrypt Logs
AU RBSLREENREEERB LN ESIMDEEZRINET,

B Bl

Active BEMEELT
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E Bl
Inactive mYIZETERELI
Not Changed ZELTULELL

Log Type

AJIREKEOEETHR LG DA 24 TOERNEHZRINET,

& EiEA
Job Log >aJny
Access Log TOeARY
Eco-friendly Log eco A4
Level 1 L~IL i
Level 2 LA 2
User Settings A—H—KE

Log Collect Level
AT LANLEREBEMNEEZRINET,

LRILTDEEFTLevel 1], LA 2D E E(ETLevel 2], 2—HF—RTED & =L MUser

Settings] LEEEINET,
Encryption/Cleartext

ESLEEN. FESELEENMDRENREINETT.

B

gbﬂ;

3]

Encryption Communication | BEEE1L&E(E

Cleartext Communication |EIEE

Machine Port No.
ADR— B EMNEEHEINFET,

Protocol
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AEEEET D

BIEEXDTO FaLLRBEINET,

TCPDEZ(XTTCP), UDP D & =X TUDPY, O O LHEE TE 4L & E (& TUnknown

LREEREINET,
IP Address
BIEXD IP7 FLAMREERINET,
Port No.
BIEXDKR— FEESNEHRINET,
10 EHTHASIhET,
MAC Address
BIELXOMET FLADEHRINET,
Primary Communication Protocol
E—EEBOEEITO FaLENEESIAETT,
Secondary Communication Protocol
EBBOEEITO FaLENEESINTET,
Encryption Protocol
EEETO0 LD ERINET,

Communication Direction

BIEARMNEERINET,
E i BA
Communication Start BIERREREZ(T5HA (IN)

Request Receiver (In)

Communication Start BIERAmE R Z 9 Al (0UT)
Request Sender (Out)

Communication Start Log ID

BERBFEOOY IDAREHEINET,

BIERBBFEOOSZ—EICIET ID T, 16 EHTHASIKET,
Communication Start/End

BIERE A RTZHET 5-ODHAFINEHZREINET,
Network Attack Status

KERHOREIREINFET,
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AEEEET D

fE

glﬂllil

BH

Violation Detected Ty b= HEEFRAMLT-

Recovered from Violation | v T —H NEBINF FE40L 1=

Max. Host Capacity RAMHERICEZEL TEERRECHE 1=
Reached

Recovered from Max. Host | KRR FEEBFEEMNSEIFL -
Capacity

Network Attack Type
WEDERNEHREINET,
INAT)— FIRED & =[% TPassword Entry Violationl, 72 £ RXAME®D & =% MDevice
Access Violation] &gk FET,
Network Attack Type Details
WEFOFEMANEEEHEINET,
BEITS5—M & =& TAuthentication Errorl, BB TS5 —®M & =& MEncryption Error]
LEFEINFET,
Network Attack Route
WEZBMNEEHREINET,
BERMDDKHEEZ(T1=- & =X TAttack from Control Panel ], 2{EERLUS A5 DIX
B%#%(+1=& &% TAttack from Other than Control Panel] &8RSN FET,
Login User Name used for Network Attack
Ty bI—VREBIERASA:ZAT A V1 —F—ahREINFET,
Add/Update/Delete Firmware
J7—LDIT7ERODARMREHRINET,

B

gbﬂ;

BH

Updated with SD Card SDA—FIZKBEH

Added with SD Card SD A— KIZ &k BEM
Deleted with SD Card SD h— FIZ & B HI%

Moved to Another SD Card | Bl SD h— F~DFHE)
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fE Bl

Updated via Remote JE—FZKDEH

Updated for Other Reasons | Z DD EHIZ K 2 EH

Module Name
T77—LITT7DED2—IILALNRHEINET,
Parts Number
T77—LO 7 DEENLEHERSNFET,
Version
T7—L9TT7DN—aUhEEshET,
Machine Data Encryption Key Operation
ESROIREDIRERMNEHREINET,

glﬂllil

fE BA

Back Up Machine Data BE#ENN\vIT7vILI
Encryption Key

Restore Machine Data EEREYA LT LT
Encryption Key

Clear NVRAM NRAM =25 ) 7 LT=

Start Updating Machine SR ARB LT
Data Encryption Key

Finish Updating Machine |EES#EHEZHERTLT
Data Encryption Key

Machine Data Encryption Key Type

ESROERMNEERINET,

HDD RES 88 & =(LTEncryption Key for Hard Disk NVRAM RS S8 & = (&TEncryption

Key for NVRAM]. #%285FEAZE M & =1L MDevice Certificate] LEEFSNFET,
Validity Error File Name

FEUMRETI S —DRELEEEDIS—ERHE LT 7 LBDEHREINFET,
Configuration Category
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BREZEEZLI-ATI)—HAREEINET,
FLCF. P TATI)—/BHE—E] Z2SBL T,

Configuration Name

ATI)—DEENRBREINET,
FLCF. P TATI)—/BHE—E] 2SBL TSI,

Configuration Value
BHOEMNGEFRINET,

FLCF. P TATI)—/BHE—E] 2SBL T,

Destination Server Name

04 % 4 7H TEnhanced Print Volume Use Limitation: Tracking Permission Result]

DEEF. FIVF VT OERMEBICKRLEEEDY—N—BAEREINFET,

BT84 THRTY 77 LUV RABRDA VR— FNIVAR—bDEZFF A VR— D
BERRT. TIVRR—FDERTOY—N—EHERHFRINET,

HDD Format Partition
N—FTARIDNEABEDN—T 4 3 0 T EDRENEEHRSINFET,

Access Result

O MEE L-IEEOHERLTHRINET,
EEIZERT L& = lCompleted]. BEERTLI-E =X TFailed) &I NET,

a3 7JnJICERESNDER : ANER

Source

2aJnJDAAERIEREEINET .

[E] 1L
Stored File XEEHR
Printer T B — RS54 1\—m5DOERIFER
Report LAR— MENRI

Start Date/Time

ANIEEHRA Printer] D& E. ANBEROFAKBRNEHRINES,

End Date/Time

ANEHRA Printer] DEZE, ANBEHROBRTHENEERSINET,

Stored File ID

ANEHAS [Stored File] D& =, IDMEEFRSINFET,
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XEZ—EICHET IDT, 10 EHTHAShET,
Stored File Name
AAIEERA [Stored File] MEE, XEAIREEINET,
Print File Name
ANIERA Printer] DEE, HRITEXEDT 7M1 ILEMNEHFEEINET,

a3 7nJICERESNHER - HAER

Target
TaJdaJdoEAERNMRREINET,
XEMNHRENSE Print), BEIN DL TStore] ERFEINFT,
Start Date/Time
XEDHR ., ERORMBAKRNEESILES.
End Date/Time
XEDHR ., EHOKRTHRAEESILES.
Stored File ID
HAEHRAD [Store] dEE, IDATMEINETS,
XEZ—EICHET ID T, 10 EHTHAEShET,
Stored File Name
HOERA [Store] DEEF, BEINAXED I 7/ ILADEHREINFET,

eco AYCEEE S D15

Start Date/Time
AR FORBARAREFEINET,
End Date/Time
AR FOBRTHENERINET,
Log Type
eco O DOT DEEMNEBREINET,
Power ON. Power OFF. Status of Power. Job Information. Consumption of paper @
WInmbiEisnEzd,
Log Result
ARV IR TLTLENEINEXRLET,
ERBITHRT L& E(E, TCompleted). EBITRT Liahot=& EI&. lFailed] LB
ENEY,
Result
AR FOFBRMNEHFREINET,
B L1=& =&, TSucceeded], %kBALT-& Z=(d Failed] &R nFET,
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Log ID

OJ&%ET S IDAEHRSINFET. 6EDNIDTY,

Power Mode

AEOERIKE (BITHR) AOTELTREESNET,

& BT
Standby FHIRRE
Low Power 1EE IREE
Silent FERE
HDD On HDD 7 > 4K &
Engine Off IV UIEILEDIREE

Controller Off

ar bA—5—F1LDRE

STR

STR (Suspend To RAM) Jk&E

Silent Print

FHE ENRIIRRE

Low Power Print

1EE N ENRIIKRE

Fusing Unit Off FREEA JIKE
Log Type
aJason g nEENEERINET,

Job Interval (seconds)

AIEOY 3 TREMN L&A Y 3 JRBFE CORBRREMALEINET,

Job Duration (seconds)

ZLUTa JDORBALRT EFTORERBA
Paper Usage (Large Size)

1R EDRY A XADMOFERAENERINETS,
KA XF, BFERIE 1 x 1T4FLULEODREKTT,

Paper Usage (Small Size)

1BEICEDNMN A XDMDFERENREEINET,
INFA X(E, B EIE 1T x 174 FFKRBORBTT,
Paper Usage (2 Sided: Large Size)

RESNFET,
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ARZEEET D
1R EOmMAEXRY A XOMOERENEHRINET,
KA XL, BFEREIZ, 1 x 17T4FUEORKTT,
Paper Usage (2 Sided: Small Size)
1R EOmmEm/N A4 XOMOERENEHRINET,
IZNFA XE, BFERIE, T x 1TA4UFREDRKTT,
Detected Power
HEENEAROERKENGEFEINET,

& EiEA
Controller Standby Y bO—3—FHIKEE
STR STR (Suspend To RAM)#K%E
Main Power Off BRENMIIN T SIKEE
Printing T —EEs
Engine Standby IO UERIREE
Engine Low IV UIRENIREE
Engine Night IV UBEIRRE
Engine Total HBREADIKE
Fusing Unit Off IV URHBERT 7IKE

Power Consumption (Wh)
BRERKENDHEHEENENREHZINET,

hFd)— BB

User Lockout Policy
1. Lockout
Ay Y77 bOFEH (Active). X (Inactive) MNEEFEINFET,
2. Number of Attempts before Lockout
AT 4 IRRT— RADHFREH (B) ARFINFET,
3. Lockout Release Timer
Ay 7D NMERZAI—DER (Active). FEXh (Inactive) MEEHZINET,
4. Lock Out User for
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Oy 7% MEBRETCORBMNGHZINET,
Auto Logout Timer

1. Auto Logout Timer
A—bATT7Y LEREEREDT S (0n), LEL (0ff) AEEHEINET,
2. Auto Logout Time (seconds)
A—rAT 7Y B ETOBRBNERINET,
Device Certificate
1. Operation Mode
BEOEEMNEHREINET,
SEBAEF/ER LTz & (X TCreate] LERERSNFET,
SIBAEFHIBRL-& Z(X Deletel LFERSNFET,
SIBAEFEAL-EZ(E Tnstal Il &FEERESNFET,
PRI HAAEELEE L 1= & =1L IChange Application to Use Certificatel &

RHEEINFES,

FRAEFEAZEAEA LT-& =L Tnstal | Intermediate Certificate] &itfksthzE
E

FRSEEBRE X HIBR L1- & =% TDelete Intermediate Certificate] &iCfEanZE
ER

2. Certificate No.
BAEMZROIAEDESHELHEINFET,

3. CGertificate No. (XXX)

TXXX1 121, ROWVWTIADLHSAY £,
= [EEE 802. 1X (WPA/WPA2)
= [Psec
TV r—2 3 OFAT HMAEOESH LB INET . GIAEZFALGL -
f=& Z(% Do not Use] ELiEfkEnzET,
IPsec

1. [IPsec
IPsec DA (Active). #EX (Inactive) AREEREINFET,

2. Encryption Key Auto Exchange: Setting 1-4: Remote Address
JE—F7 RLAMNRBHILET,

3. Encryption Key Auto Exchange: Settingl-4, Default): Security Level
XAV T A —LUARNLDERSINFET, DA ZFBIRLF-EEE
lAuthentication Only] &REERSNFET ., IRAMEESIE (B)) £BRLIEE
(% TAuthentication and Low Level Encryption] &it$gahnExzd, ML ERESIE
(8)] ZBIRLT-& =& lAuthentication and High Level Encryption] & i28%
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ENET, (—HF—/TF] ZBIRLI-& =1L TUser Settings] Lk hnEd,

4. Encryption Key Auto Exchange: Settingl-4, Default): Authentication Method

BERXMARNDRAAENLHEINET, PSKI. Fi=(F lCertificatel AECER
ShFES,

Compulsory Security Stamp

Compulsory Security Stamp
mEltXa) T4 —EFNT S On). LEL (0ff) ARFINFET,
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AooO—KRLEI774)LI& BEREEZFOFEETHEYICEELTIZEL,
[ ET D
» OJ% [IN&ET5] ~ [IRELGEV] ORELERELLLEEF. nTE—§EEEL
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I W, log ID: 0x0000000000002640
~ogTD: OXUUTo~__ _ log ID: 0x000000000000264 1
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log ID: 0x000000000000752¢ ,W/

log ID: 0x000000000000264d
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log ID: 0x000000000000264b

ya7ny log ID: 0x000000000000264c¢

| log ID: 0x000000000000263e log ID: 0x000000000000264d
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